


Need for Domain Name Service 

 Natively, a TCP host is identified by its IP address  

 hosts uses IP addresses to communicate to each other 

 the whole TCP/IP system software is based on using IP 
address 

 IP address is not user friendly names 

 can not be easily remembered 

 User should use meaningful names to human instead 
of IP address 

 Domain name service fills the gap 

 let user use domain names for hosts (human friendly) 

 map domain names into IP addresses machines use for 
TCP/IP application layer 
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DNS: Domain Name Service 
Domain Name Service (DNS) is:  

1- distributed database implemented in hierarchy of many 
name servers 

 

2- application-layer protocol: host, routers and name servers 
communicate to resolve names (address/name 
translation). DNS protocol uses UDP transport protocol 
and port 53. 

 

3- employed by other application layer protocols (HTTP, 
SMTP, FTP) to resolve host names. 

 



Domain Name: a Hierarchy of Domains 

    Domain is 

 a collection of hosts and 

 a collection of subdomains 

 is represented as a tree  

 domain name is the root name 

 a host name is a path from the root to the host 

 a subdomain is a path to the domain 

host 

subdomain 

… ... 

Domain X 

Y 

W 

V 

a 

a 

b 

1 

2 

3 

Domain X 

Y W V 

a 1 

a=X.W.a 
a 3 

ws1 ws2 = X.Y.a.ws2 



Zones 

Top level domains (TLDs) 
Country code TLDs 

Generic TLDs 
Root DNS Servers (13 servers labeled A-M) 

Top-Level Domain 
Servers (TLDs) 

Authoritative 
DNS servers 

Each Client uses a local DNS server that does not belong 
to the hierarchy: 

• The local DNS is usually assigned by the DHCP server 
(run command: “ipconfig /all” to find your local DNS 
server). 



There are 13 root DNS server world wide that are  
labeled A-M:  map of root DNS 



Country-code Top level domains (cc-TLDs) 
Courtesy: wikimedia.org 



com edu org au sa uk 

unnamed root 

mit edu 

kau 

rb 

generic domains country domains 

fcitr.rb.kau.edu.sa 
fcitr 
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TLD and Authoritative Servers 

• Top-level domain (TLD) servers: responsible for com, org, net, 
edu, etc, and all country code top-level domains (ccTLD) sa, 
pk, ca, in, cn, jp. 

 

• Authoritative DNS servers: organization’s with public names 
has DNS servers, providing authoritative hostname to IP 
mappings for organization’s servers (e.g., Web and mail). 
– Can be maintained by organization or service provider 

 



10 

Local Name Server 

• Does not strictly belong to hierarchy 

• Each ISP (residential ISP, company, university) 
has one. 

– Also called “default name server” 

• When a host makes a DNS query, query is sent 
to its local DNS server 

– Acts as a proxy, forwards query into hierarchy. 
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requesting host 
X 

Y 

root DNS server 

local DNS server 

1 

2 
3 

4 

5 

6 

authoritative DNS server 

7 
8 

TLD DNS server 

Client X wants IP address for Y 

Steps performed: 

1- Client sends DNS request to the local 
DNS server to search on its behalf  

2- local DNS contacts one of the root 
DNSs to resolve hostname Y. 

3- root DNS returns the TLD DNS IP to 
local DNS 

4- local DNS contacts one of the TLDs to 
get an Authoritative DNS name 

5- TLD returns IP of authoritative DNS to 
local DNS 

6- local DNS contacts authoritative DNS to 
resolve Y 

7- authoritative DNS returns IP of Y 

8- local DNS return IP of Y to X 
 

 Example of  how DNS query is 
typically resolved 
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DNS caching 

• once (any) name server learns mapping (website name 
& its IP Address), it caches mapping 

– cache entries timeout (disappear) after some time 

– TLD servers typically cached in local name servers 
• Thus root name servers not often visited 

– Client may also cache DNS names in ‘hosts file’ 
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hosts file 

• local file that is checked by the client DNS of the OS before sending a DNS 
request. It can speed the web access. 

• If the requested name is found in the hosts file then its corresponding IP is 
used. 

• Can be used to create custom (name-IP) entries. 

• File Location: 

– windows XP   C:\WINDOWS\system32\drivers\etc 

– most UNIX and Linux   /etc 

• File Structure:  

–  <IP address><space><name><space><# comment> 

– Example of an entry: 127.0.0.1       localhost #default entry 
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Three major components:  
 user agents  

 mail servers  

 simple mail transfer 
protocol: SMTP 

User Agent 

 a.k.a. “mail reader” 

 composing, editing, reading 
mail messages 

 e.g. Microsoft Outlook, 
Netscape Messenger 

 outgoing, incoming messages 
stored on server 

user mailbox 

outgoing  
message queue 

mail 
server 

user 
agent 

user 
agent 

user 
agent 

mail 
server 

user 
agent 

user 
agent 

mail 
server 

user 
agent 

SMTP 

SMTP 

SMTP 
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Mail Servers  
 mailbox contains incoming 

messages for user 

 message queue of outgoing 
(to be sent) mail messages 

 

SMTP protocol between mail 
servers to send email messages 

 client: sending mail 
server 

 “server”: receiving mail 
server 

mail 
server 

user 
agent 

user 
agent 

user 
agent 

mail 
server 

user 
agent 

user 
agent 

mail 
server 

user 
agent 

SMTP 

SMTP 

SMTP 
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1) Alice uses UA to compose 
message and “to” 
bob@wayne.edu 

2) Alice’s UA sends message 
to her mail server; message 
placed in message queue 

3) Client side of SMTP opens 
TCP connection with Bob’s 
mail server 

4) SMTP client sends Alice’s 
message over the TCP 
connection 

5) Bob’s mail server places the 
message in Bob’s mailbox 

6) Bob invokes his user agent 
to read message 

 

user 
agent 

mail 
server 

mail 
server user 

agent 

1 

2 3 4 5 
6 
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 SMTP: delivery/storage to receiver’s server 

 Mail access protocol: retrieval from server 

 POP3: Post Office uses port 110 

• authorization (agent <-->server) and download  

 IMAP: Internet Mail Access Protocol  

• more features 

• manipulation of stored msgs on server 

 HTTP: Hotmail , Yahoo! Mail, etc. 

 

user 
agent 

sender’s mail  
server 

user 
agent 

SMTP SMTP access 
protocol 

receiver’s mail  
server 
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FTP: the file transfer protocol 

 transfer file to/from remote host 

 client/server model 

 client: side that initiates transfer (either to/from 
remote) 

 server: remote host 

 ftp server: port 21 for control, port 20 for data 

file transfer FTP 
server 

FTP 
user 

interface 

FTP 
client 

local file 
system 

remote file 
system 

user  
at host 
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FTP: separate control, data connections 

• FTP client contacts FTP server at port 
21, specifying TCP as transport 
protocol 

• Client obtains authorization over 
control connection 

• Client browses remote directory by 
sending commands over the 
persistent control connection. 

• When server receives a command for 
a file transfer or directory listing, the 
server opens a TCP data connection 
to client 

• After transferring one file, server 
closes connection. 

FTP 
client 

FTP 
server 

TCP control connection 
port 21 

TCP data connection 
port 20 

 Server opens a second TCP data 
connection to transfer another file. 

 FTP server maintains “state”: current 
directory, earlier authentication 

 



addresses privacy issues 

Symmetric key and public key cryptography 

addresses integrity, 

 authentication and non-repudiation issues 

Lecture’s outline 





Core Security Principles 
Confidentiality/Privacy: ( الخصوصية / السرية ) 
• The disclosure of information to unauthorized individuals or systems 

should be prevented by transforming the transmitted message such that 
only the intended receiver can understand it and no one else. 

Authentication: (المصادقة) 
• Authentication means that the receiver is sure of the sender’s identity and 

that an imposter has not sent the message. 

Integrity (استقامة): 
• Integrity means that the data must arrive at the receiver exactly as it was 

sent by the original sender. There must be no changes in transmission, 
either accidental or malicious.  

Non-repudiation  (عدم إنكار): 

• Non-repudiation means that a receiver must be able to prove that a 
received message came from a specified sender. The sender must not be 
able to deny sending a message that it has, in fact, sent.  

 



Source: “  



Malware  a 
The software that is written for malicious 
purposes 

Viruses 
Trojan Horses 
Spyware 
Keyloggers 



Types of Malware 

• A computer virus is a computer program that can copy 
itself and infect a computer without the permission or 
knowledge of the owner.  
 

• A Trojan horse, or trojan for short, is a malware that 
appears to the user, to perform a desirable function 
but in fact, facilitates unauthorized access to the user's 
computer system. 

 
• Spyware is a type of malware that is installed secretly 

on personal computers to collect information about 
users, their computer or browsing habits without their 
informed consent. 

 

 
 

 

http://en.wikipedia.org/wiki/Malware
http://en.wikipedia.org/wiki/Malware
http://en.wikipedia.org/wiki/Personal_computer
http://en.wikipedia.org/wiki/Informed_consent


Key-loggers and Spyware 



Email Spoofing 

• Changing of sender address and other parts of 
email so that it appears to be coming from a 
different source other than the original sender. 
E.g. emails that appear to be sent from a well 
known organization (e.g. Microsoft), a bank etc. 

 

• Email headers are altered by manually 
constructing email through manipulating fields in 
the SMTP protocol 





URL Spoofing & Phishing Attack 

• In URL (Uniform Resource Locator) Spoofing the address displayed in the 
address bar at the top of a browser is not really of the web page being 
displayed. For example the user may see www.citibank.com in the address 
location bar but really be on the web page www.iamgoingtorobyou.com  
 

• URL spoofing is done exploiting bugs in the browser code that enable him 
to write computer code to display whatever URL he wishes in the address 
location bar. 
 

• The fake website looks and feels like the original website.  
 

• If the fake website requests sensitive information like user name, 
password or credit card details, it is called a phishing attack. So phishing  
means acquiring sensitive user information by pretending to be a 
legitimate entity. 



DNS Spoofing 

• Injecting fake entries in the cache of a DNS 
server resulting in the users being redirected 
to the fake websites instead of the original 
ones 



 IP/MAC Address Spoofing 

• In IP/MAC address spoofing attack the sender replaces the 
IP or MAC address in the data packets generated by its 
machine with the IP or MAC address of another machine.   
 

• The addresses are changed to hide real identity of the node 
sending the data e.g. an attacker can launch a DNS spoofing 
or phishing attack using the IP address of another node 
instead of its own address. 
 

•  The addresses may also be changed to gain access to 
resources that allow admission based on some specific 
IP/MAC address. 



Worms 

• Worms are a type of malware that replicate 
themselves from one computer to another 
using the network without using any files 
already present on the infected computer 



Denial of Service (DOS) attack 

• In a DOS attack, an attacker (or attackers) 
repeatedly sends a  large number of 
apparently valid requests to a target machine 
on the network so that it is unable to receive 
requests from other legitimate users and 
becomes inaccessible  

• E.g. an attacker sending high volume of DNS 
queries to a root DNS server so that it 
becomes inaccessible to other network nodes 



Non-technical hacking 







Encyption 

• In cryptography, encryption is the process of 
transforming information using an algorithm  to 
make it unreadable to anyone except those 
possessing special knowledge, usually referred to as 
a key. 

 

• The reverse process, decryption can typically also 
perform decryption), to make the encrypted 
information readable again 
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http://en.wikipedia.org/wiki/Cryptography
http://en.wikipedia.org/wiki/Information
http://en.wikipedia.org/wiki/Algorithm
http://en.wikipedia.org/wiki/Key_(cryptography)


Uses of Encryption 

• Encryption is also used to protect data in transit, for 
example data being transferred via networks (e.g. 
the Internet, e-commerce), mobile 
telephones, wireless microphones, wireless 
intercom systems,Bluetooth devices and 
bank automatic teller machines.  
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http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Internet
http://en.wikipedia.org/wiki/E-commerce
http://en.wikipedia.org/wiki/E-commerce
http://en.wikipedia.org/wiki/E-commerce
http://en.wikipedia.org/wiki/Mobile_telephone
http://en.wikipedia.org/wiki/Mobile_telephone
http://en.wikipedia.org/wiki/Wireless_microphone
http://en.wikipedia.org/wiki/Wireless_intercom
http://en.wikipedia.org/wiki/Wireless_intercom
http://en.wikipedia.org/wiki/Bluetooth
http://en.wikipedia.org/wiki/Automatic_teller_machine




: Relatively quick 

Public algorithms (usually) that are each other’s inverse 

: Communicating pairs have to share keys 

that means if the encryption algorithm uses a combination of addition and 
multiplication, the decrypting algorithm would use a combination of subtraction and 
division. 
 





Public Key Cryptography  

• public-key/two-key/asymmetric cryptography 
involves the use of two keys:  
– a public-key, which may be known by anybody, and can be used to 

encrypt messages, and 

– a private-key, known only to the recipient, used to decrypt messages,  

• is asymmetric because 
– those who encrypt messages or verify signatures cannot decrypt 

messages or create signatures 
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Digital Signature 

• A digital signature or digital signature scheme is a 
mathematical scheme for demonstrating the 
authenticity of a digital message or document. A 
valid digital signature gives a recipient reason to 
believe that the message was created by a known 
sender, and that it was not altered in transit. Digital 
signatures are commonly used for software 
distribution, financial transactions, and in other 
cases where it is important to detect forgery or 

tampering. 
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Digital Signature  

• In digital signature, the private key is used to for 
encryption and the public key for decryption. 

 

• If A encrypted some message with its private key, 
only the public key for A can be used for decryption. 
Hence, one is sure that it is A who signed it. 
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Most common hash functions are MD5 and SHA-1 



Source:  

http://en.wikipedia.org/wiki/Cryptographic_hash_function






Sender end 

Receiver end 



Advantages of Digital Signatures 

• In digital signature, private key is used for encryption and public key 
for decryption.  Digital signature can provide integrity, 
authentication and nonrepudiation: 
 

1)Integrity: If a intruder intercepts and modifies the message, the 
decrypted message will be unreadable 
 

2) Authentication:  Since the plaintext is encrypted with A’s private key 
(whose information is only available with A), if any other public key is 
used, the resulting text would be garbage. If the right message is 
decrypted, that means the authentic source (having the right private 
key) had sent the message. 

 
3) Non repudiation:  Similar reasoning as above. 
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Firewalls 

• Basic problem – many network applications 
and protocols have security problems that are 
fixed over time 

– Difficult for users to keep up with changes and 
keep host secure 

– Solution 

• Administrators limit access to end hosts by using a 
firewall 

• Firewall is kept up-to-date by administrators 
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Firewalls 

• A firewall is like a castle with a drawbridge 

– Only one point of access into the network 

– This can be good or bad 

• Can be hardware or software 

– Ex. Some routers come with firewall functionality 

– ipfw, ipchains, pf on Unix systems, Windows XP 
and Mac OS X have built in firewalls 



A firewall is a router installed between the internal network of an organization 
and the rest of the Internet. It is designed to forward some packets and filter 
(not forward) others. 



 

The access list above defined on a firewall has an implicit deny all 
and only allows the few packets that match the lines above the last 
line. 


